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	SR85 – Premises Protective Security Risk Assessment 
	


	1. Site or building 

Purpose, importance, boundaries
	

	2. Occupiers/Stakeholders
Those with an interest in the operational security of the building including adjacent properties
	

	3. Assets to be protected
Human, Physical, Intellectual
	

	4. Perceived Threat
Method of attack, probability, frequency, what has happened before and when
	

	5. Areas of concern & vulnerabilities
Define, where are assets located
	

	6. Is this a ‘crowded place’

Large public gathering, event, entertainment, transport hub
	

	7. Consequences of compromise
Financial, operational, business continuity,  
	


	General Preparedness

See below for specific threats
	Protective security within building design? Hostile Vehicle Mitigation (HVM), protected areas, laminated glass etc.)


	
	Staff security and counter terrorism awareness training? (Stay Safe, Griffin etc)


	
	Response plans (SR90) in place- (communicated & exercised)



For guidance on potential threats and control measures please click on the link below:
Crowded Places Guidance
	Threat
Considered


	Possible security solutions  to be implemented

	Actions 

	
	
	Comments & further action
	Who
	When

	
	
	
	
	(Date)

	Compromise of security

via unauthorised entry to the building
including hostile reconnaissance
	· Maintain security procedures, staff access control measures and wearing of ID passes

· Visitor, supplier and contractor sign in/out control

· Developed procedures for opening, closing building including out of hours access

· Nominated key holders for out of hours response 

· Physical security measures (perimeter fencing, doors, windows, internal barriers are commensurate with the threat (see guidance available  http://www.cpni.gov.uk/advice/Physical-security/Perimeters/ )
· Monitored CCTV with recording

· Intruder detection and alarm system with response
· Hostile reconnaissance awareness training
· Strong deterrence messaging
	
	
	

	Postal devices

Improvised explosive device (IED)

Letters, parcels packages by post or courier

	· Post  handling threat awareness training

· Post room information notices on suspicious item recognition-Improvised Explosive Devices (IED’s)
· Central post opening in a dedicated room where practicable

· Minimise personal mail deliveries

· Developed procedure for response to postal IED incident including evacuation plan

· Postal device report check list

· Non –metallic letter opener
	
	
	

	Postal devices 

Chemical, Biological Radiological (CBR) ’White powder’ type incident

Letters, parcels packages by post or courier

	· Post  handling threat awareness training

· Post room information notices on suspicious item recognition Chemical Biological Radiological (CBR)  Containing packages

· Central post opening in a dedicated room where practicable

· Minimise personal mail deliveries

· Developed procedure for response to postal CBR incident including containment of release of material & persons involved

· Means to isolate/stop local ventilation

· Postal device report check list

· Incident pack including clear polythene bags, ties, sealable container, disposable coveralls
· Non-metallic letter opener
	
	
	

	Telephone bomb threat
Genuine or Hoax


	· Incident reporting procedure

· Telephone bomb threat check list &briefing to staff on call handling

· Developed procedures in response to telephone threat based on 4Cs (Confirm, Clear, Cordon, Control) including search planning- 

       Premises search plans developed
	
	
	

	Suspicious package/ device

Person carried device/ found/suspicious packages
	· Housekeeping standards to minimise waste ,material storage & equipment in public of common areas

· Monitor public access areas & remove open access receptacles  i.e. litter bins 

· Developed procedures in the event of a find of a suspicious item based on HOT (is it Hidden, Obviously suspicious or not Typical for situation)

· Reception / facilities staff  security aware-undertake Griffin training
	
	
	

	Vehicles 

Vehicle borne improvised explosive device (VBIED) 
Or vehicle as weapon
	· Parking control measures enforced, i.e. access control, gates & barriers utilised
· HVM design features 
· Control contractor  and delivery vehicle access particularly during high risk  events (e.g. TBH -international matches)

· list of permitted vehicles parking close to buildings with regular checks
	
	
	

	Evacuation required based on  threats 
	· Evacuation plan developed including:

· Identified evacuation point/s (not fire assembly point)

· Separate evacuation alarm to fire alarm or local alerting procedure known to all staff

· Incident pack including building floor plans

· Nominated roles and responsibilities during evacuation
· Selection of secondary evacuation points
	
	
	

	Firearm attack/active shooter
Not excluding edged or blunt force weapons


	· Response plan based on stay safe principle’s – Run, Hide  Tell 

· Staff awareness training

· Development of site emergency plan to include

Dynamic lock down procedures

· Alert system indicating lockdown


	
	
	

	Extremist activity-

demonstrations & public order issues on site 
	· Risk assessment in place

· Response plan

· Staff trained to respond
· Private security arrangements
	
	
	

	Other
	
	
	
	

	Completed by:

	Date  completed:

	Review date:

	
	


Version 2








Approved: February 2018
Page 6 of 7

[image: image1.png]