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Surveillance Camera (CCTV) Procedure
	At a glance …
· The use of surveillance cameras can be particularly privacy intrusive. Their use must be necessary, proportionate and adequate for their stated purpose.
· The Council will have regard to relevant Codes of Practice in its use of surveillance cameras.
· There must be a clear and lawful justification for the use of surveillance cameras. Other options for achieving the same ends must be considered. 
· A surveillance camera system specific Data Protection Impact Assessment (DPIA) must be completed for all new systems before they become operational. DPIAs will also be completed for existing systems. 
· There must be appropriate information and signage and privacy information to advise of the use of surveillance cameras, except for covert surveillance. 
· The Council’s Regulation of Investigatory Powers Act and Surveillance Policy and guidance applies to the use of covert surveillance (i.e. the use of CCTV to target surveillance of known individuals or groups).
· Images and recordings from surveillance camera systems will be held for no longer than 31 days, unless there is a documented rationale otherwise.
· Footage which is the subject of a request for disclosure must be securely held until all actions associated with the request are complete. 
· Request for surveillance camera images by people asking for their own data (i.e. a Subject Access Request) or as part of Freedom of Information request will be referred to the Complaints and Information Team.
· All other requests to disclose surveillance camera images will be handled locally but in accordance with this Procedure and a local register will be kept of such disclosures.  
· All suppliers of surveillance cameras systems will have a contract with the Council that has appropriate data protection clauses. 
· All surveillance camera systems will have a designated responsible owner who may appoint system operators. 
· Surveillance camera systems will be evaluated on an annual basis.
· A corporate register of all surveillance camera systems will be maintained by the Information Governance Team. 
· The Council’s Data Protection Officer (DPO) will be the Senior Responsible Officer for overt surveillance camera systems and will be the Council’s point of contact with the Surveillance Camera Commissioner.



Background
1. The County Council operates surveillance cameras including Closed Circuit Television (CCTV) cameras for a number of purposes. This includes the security of Council premises and car parks; automatic number plate recognition outside schools; and for traffic enforcement, etc. 

2. The use of surveillance cameras is regulated by law and there are a number of codes of practice that staff should be aware of that are relevant to their use:

3. The role of the Surveillance Camera Commissioner (SCC) is to encourage compliance with the Surveillance Camera Code of Practice. The Protection of Freedoms Act 2012 requires all local authorities operating surveillance cameras to pay due regard to this Code of Practice. 

4. The role of the Information Commissioner’s Office (ICO) is to oversee implementation of data protection laws including the Data Protection Act 2018.  The ICO CCTV Code of Practice provides guidance for use of surveillance systems and is designed to explain the legal requirements operators of surveillance cameras are required to meet to comply with data protection law.  

Purpose 

5. This procedure is to be followed when planning for or overtly using surveillance camera(s), including closed circuit television (CCTV), dashcams, body worn cameras, unmanned aerial systems (drones) etc. 

Scope and Definitions

6. This procedure forms part of the suite of documents that comprise the Council’s Information Governance Framework and is a requirement of the Information Compliance Policy. 

7. All staff who have roles related to this procedure must be aware of and abide by it (see section on roles and responsibilities).

8. This procedure applies all overt surveillance cameras operated by Nottinghamshire County Council, regardless of whether mobile or fixed or the means by which they are put in place (I.e on bodies; in cars or other vehicles; on / in buildings; on drones etc. 

9. This procedure does not apply to covert surveillance (e.g. targeted surveillance of known individuals or groups).  There are strict rules on covert surveillance. Please refer to the County Council’s Regulation of Investigatory Powers Act and Surveillance Policy and guidance and seek advice from the Council’s Legal Services if covert surveillance is being considered. 

10. A surveillance camera system is defined as the cameras and all the related hardware and software for transmitting, processing and storing the data which is captured.

11. Information in this procedure is used as a collective term primarily to describe personal data collected through the use of surveillance camera systems. 

12. A data controller is defined as an organisation that determines the how and why personal data is collected and used. The Council is a data controller.  

13. A data processor acts under the instruction of a data controller and collects and uses personal data on the controller’s behalf. Surveillance camera system suppliers are data processors. 

14. A data subject is defined as an identified or identifiable individual to whom personal data relates.

Principles & Commitments

15. The Council recognises that the use of surveillance cameras can be intrusive and is committed to ensuring that the relevant Codes of Practice inform its use of surveillance cameras. 

16. A central register of all surveillance camera systems will be maintained by the Information Governance Team.  All Departments will need to ensure that they provide information necessary to ensure that the register is complete and up-to-date.

17. Privacy considerations in respect of the planning and use of surveillance cameras will be documented. All new surveillance camera systems will only be implemented when a surveillance camera specific Data Protection Impact Assessment (DPIA) has been completed and signed-off (see Appendix A). 

18. The Council will aim for all surveillance camera systems to have a completed DPIA and a plan will be put in place to achieve this. 

19. DPIAs maybe aggregated where there is a common purpose and use, for instance at multiple locations (e.g. all County Offices). 

20. The Council’s Data Protection Officer will be the Senior Responsible Officer to the Council’s use of overt surveillance cameras.

21. All surveillance camera systems will have a system owner who may appoint a system operator to undertake the day-to-day operation of the system.

22. Third party providers of surveillance camera systems to the Council will be a data processor for the Council and there will be a contract in place which takes account of data protection obligations to the Council and the law. 

23. The Council recognises that the use of personal information must be fair, and personal information must be retained and processed securely. 

24. Data obtained from the surveillance camera system will only be stored for as long as necessary and in accordance with the County Council’s retention schedules.

The Legislative Framework

25. The operation of surveillance camera systems must be undertaken with due regard to the following legislation:

a. The Data Protection Act (DPA) 2018;
b. The EU General Data Protection Regulation (GDPR) and laws implementing or supplementing the GDPR;
c. The Human Rights Act 1998;
d. The Regulation of Investigatory Powers Act 2000;
e. The Freedom of Information Act (FoIA) 2000;
f. The Protection of Freedoms Act (PoFA) 2012.

26. Where the operation of surveillance cameras are likely to record the movements of individuals, the GDPR and Data Protection Act will apply to the recording, use, storage, destruction and sharing of personal information.  

27. Public authorities carrying out public functions are required to observe the obligations imposed by the Human Rights Act 1998.  Recording the movements of individuals is most likely to require consideration of the right to respect an individual’s privacy, as provided for under Article 8 of that Act.  In order to be compliant, the use of surveillance cameras must be justified, in accordance with law, necessary and proportionate and in the interests of one of the following legitimate objectives:

a. public safety;
b. for the prevention of disorder or crime; 
c. or the protection of health or morals; or 
d. for the protection of the rights and freedoms of others.

28. Staff undertaking covert surveillance with or without surveillance camera devices must comply with the requirements of the Regulation of Investigatory Powers Act 2000 (RIPA) and the Codes of Practice issued in support of that legislation.

29. Covert surveillance may occur where there is a planned operation to target surveillance of known individuals or groups.  RIPA can apply to monitoring via the use of surveillance cameras or CCTV that is primarily operated for another purpose.  However, this procedure does not apply to such activities.  Please refer to the County Council’s Regulation of Investigatory Powers Act and Surveillance Policy and guidance and seek advice from the Council’s Legal Services. 

Planning a new surveillance camera system

30. Where there are plans to introduce a new surveillance camera system, the CCTV Data Protection Impact Assessment (DPIA) must be completed and submitted to the Council’s Information Governance Team (data.protection@nottscc.gov.uk).

31. The DPIA will be reviewed by the Data Protection Officer (DPO) before being signed-off by the relevant Information Asset Owner (IAO) (i.e. Service Director). In signing off the DPIA, the IAO will have regard to DPO advice. Where a DPIA is signed off against the advice of the DPO, the IAO’s rationale will be documented and the DPO may seek the input of the Council’s Senior Information Risk Owner (SIRO). 

32. In the event that the DPIA is not signed off by the IAO, the surveillance camera system must not be implemented. 

The purpose of the surveillance camera system 

33. When planning the use of the surveillance camera system it is important to identify the purpose of the system.  For instance, for the purpose of the prevention or detection of crime in an area where there has been a spate of thefts.  This can help understand whether the proposals fit under the law and what mitigations may need to be taken to ensure the surveillance system can be operated lawfully.

34. The purpose of the surveillance camera system needs to be a legitimate one and necessary to meet an identified pressing need and specified purpose. Such needs may be:

a. For prevention or detection of crime or apprehension of offenders;
b. For the personal safety of employees, service users or the general public
c. For health and safety,
d. Traffic enforcement
e. Traffic management

35. Surveillance cameras should not be used where there is no legitimate justification for their use. 

36. The surveillance cameras should be suitable for the purposes for which they are being used.  If being used for prevention or detection of crime, the images need to be suitable for the purposes of identifying suspects and be of a sufficient standard to be capable of being used in evidence.

37. Where a surveillance camera system has the potential to be used for more than one purpose, each of those purposes needs to be considered in order to determine whether its use is justified.  If a surveillance camera system is designed for one purposes only it should not be used for another purpose unless such use is justified and has been authorised in advance.    

Considering necessity and proportionality

38. Consideration must be given as to whether surveillance cameras are a proportionate response to a legitimate concern that needs to be addressed.  This requires an assessment of what the impact surveillance cameras may be on individuals and their privacy, and what can be done to mitigate this impact.  The more the impact can be mitigated the more likely the use may be proportionate.  

39. Cameras should not be located in places where individuals expect privacy, for instance, changing rooms. Such use is likely to be considered invasive and is unlikely to be capable of being justified as proportionate unless there are particularly serious problems that warrant such use, for instance, to prevent serious harm.  Extra care would need to be taken to monitor use to ensure that the use of cameras is reviewed regularly to determine if it is still justified. 

40. Use of video and audio recording is considered more invasive given that audio could pick up the contents of private conversations and is unlikely to be justified in most circumstances.  If audio recordings are not required for the purposes of the surveillance camera system they should not be used.

41. The surveillance camera system being proposed should be designed in a manner that the intrusion into individuals’ private lives is considered and measures to limit intrusion should be put in place where possible.  For instance, cameras should be situated so as not to overlook private properties.

42. Use of facial recognition or other biometric technologies are unlikely to be justified unless there is a strong argument to justify their use.  

43. It may be appropriate to undertake some form of consultation with those who will benefit from or be affected by the use of surveillance cameras to help assess whether there is a legitimate aim and a pressing need for surveillance cameras, and whether the system itself is a proportionate response.

44. If there are less intrusive means of dealing with the issues that the surveillance cameras are deigned to address, these other measures should be considered first before deciding that surveillance cameras are appropriate.  Evidence should be kept of the options considered and rationale for decision making.

Camera location, use of signage and information

45. Use of surveillance cameras must be transparent and sited at a location to capture clear good quality images but not in an area that would be overly intrusive.  Staff and the public must be made aware of the operation of surveillance cameras.  Therefore consideration needs to be given to the location of surveillance cameras and sufficient signage to alert staff and visitors to their use.

46. Signage will clearly indicate surveillance cameras are in operation and be prominently placed.  The signage will also:

a. make it clear that Nottinghamshire County Council is responsible for operating the system, 
b. the purpose/s of the surveillance system 
c. provide a contact number for further information for those with queries about usage and who wish to access recordings. This can be the contact number of the Information Governance Team telephone number 0115 8043800 (on behalf of the DPO) or the system owner (see roles and responsibilities section)

47. Examples of appropriate and inappropriate signage is given at Appendix B.

48. The Information Governance Team will produce a corporate surveillance camera / CCTV Privacy notice but individual service specific privacy notices should reference the use of surveillance camera system(s) where appropriate.

Guidance for the use of a surveillance camera system

Security and retention of recorded material

49. In order to ensure that information remains secure, only a named and limited number of staff should be authorised to access it.  Access should be limited to those who require it for a specific business reason.  All surveillance camera material should be protected by appropriate security measures to safeguard against unauthorised access and use.

50. Images and information obtained from the surveillance camera system should be stored no longer than that which is strictly required for the stated purpose of the system’s use. This may vary, but will ordinarily be no longer than 31 days. 

51. Where System Owners, in conjunction with the IAO, decide to have a retention period of longer than 31 days for the routine operation of a system, a documented rationale must be kept for this decision.

52. The Council’s corporate retention schedule indicates that CCTV footage will be retained until overwritten unless used in legal case, in which case the CCTV footage will become part of the case file.  

53. Information must be securely destroyed once its purpose has been discharged and at the end of its retention period unless there is a documented reason to retain it (e.g. to support legal proceedings).  

54. Deleted information should not be capable of being recovered.  ICT security should be consulted on the appropriate method of deletion, in line with the Council’s Data Destruction Standard.

Keep supporting information accurate and up to date

55. Where the surveillance camera system captures data that is cross referenced against other data (eg. number plate and car ownership details), and NCC is the data controller for that information, the databases relied upon should be kept accurate and up to date. If the database is provided by an external source, such as the DVLA, their responsibility to keep the database up to date should be included in the terms of our contract with them.

Evaluation

56. Surveillance camera systems must be evaluated on an annual basis to confirm ongoing compliance with the requirements of this procedure. Information Governance will liaise with system owners to complete an evaluation form when a review is due.


Operating Procedures

57. Clear rules and procedures should be put in place to help ensure that staff operating surveillance cameras are made aware of how to operate the surveillance cameras safely.  Ideally this information should be provided on induction and training should also be provided to make staff aware of their obligations.  

58. Localised procedures, complementing this corporate one, should set out which staff are responsible for the operation of the system and what their roles should be. See roles and responsibilities section below. 

59. Staff operating surveillance camera systems shall be made aware of this procedure, any relevant operating procedures and have information governance training. Relevant staff will also undertake training in respect of local surveillance camera systems where it is made available.

Service providers operating surveillance cameras

60. Where a service provider is operating surveillance cameras for the County Council they are likely to be processing the County Council’s personal data and the provider is classed as a data processor.  The County Council can be held responsible for the actions of a data processor and be liable for breaches of the data protection or other privacy related legislation. 

61. There must be a contract in place with any service providers operating surveillance cameras. The terms of the contract must specify any specific obligations that the service provider will comply with in order to help ensure that the service provider does not operate the surveillance camera system unlawfully.

62. The contract should ensure that the service provider is obliged to have regard to the Surveillance Camera Commissioner’s Surveillance Camera Code of Practice and the Information Commissioner’s CCTV Code of Practice when operating surveillance camera.

63. Transfer of data outside the European Economic Area is not allowed unless special legal safeguards are put in place and in some cases it may not be lawful to transfer personal data outside of the EEA.  Advice from Legal Services should be obtained when appointing or reviewing contractual terms or prior to a service provider.

Complaints

64. The County Council’s complaints procedure will apply to the handling of complaints related to surveillance camera operation.  Complaints of this nature should be referred to the Complaints and Information team [email: complaints@nottscc.gov.uk / tel: 0115 977 2788] who will, where necessary, liaise with the DPO in relation to data protection issues that are raised.  Departments operating surveillance cameras may be asked to provide information to the Complaints and Information Team.  

65. Complaints may be handled as a data protection complaint if the complaint relates to the use of personal information. Such complaints should be notified as soon as possible to the Complaints and Information Team and within 24 hours at the latest.  

66. Where complaints cannot be resolved through the internal complaints process they may be referred to the Information Commissioner’s Office or the Local Government Ombudsman as appropriate.

Handling requests for information

67. The following paragraphs outline the types of requests that may be made for surveillance camera / CCTV images and how to deal with them. Because of the fairly short deletion timescales for images, a hold should be placed on the relevant material immediately upon receiving a request. Only when all actions associated with the request have been completed should images which are subject of the request be deleted. 

Subject Access Requests

68. Under the Data Protection Act 2018, individuals have a right to know what personal information about them the Council holds and uses. They can exercise this right by making a Subject Access Request.

69. The Council has a Subject Access Request Procedure this details the process for SARs including timescales for response etc. The Council’s Complaints and Information Team coordinates SARs for the Council including any CCTV data required as part of a SAR. 

70. An individual whose image has been recorded by CCTV may have a right to view / receive a copy of images held by the Council, provided that:

a. The Council is supplied with sufficient information to be satisfied as to the identity of the person making the request 
b. If an application is made by a legal representative, it must be confirmed that the individual is happy for the legal representative to make this request on their behalf.  
c. The person making the request provides sufficient and accurate information about the time (within a + / - one hour accuracy), date and place to enable the Council to locate the information sought.
d. The person making the request is only shown / given access to information relevant to that particular search and which contains their own personal data only. 
e. Data which discloses the identities of other individuals who may be identified from the same information will not be released unless those individuals have consented to the disclosure.

71. A form to be used when an individual is requesting surveillance camera images of themselves under a SAR is attached at Appendix C. 

72. A form to be used by young people housed in Clayfields House Secure Children’s Home (or their representatives) requesting their information will be requested to is attached at  Appendix D.

73. Subject Access Requests may be refused by the Council:

a. If the release of the information is likely to prejudice the prosecution of offenders
b. Where a viewing / the provision of a copy is not actually possible.
c. If the information provided is not detailed enough to allow data to be found, and the requester does not provide further detail on prompting.

74. Where a decision is taken not to disclose the requester will be notified in writing.

Third party requests to disclose surveillance camera (CCTV) footage

75. In limited circumstances, requests to view or receive copies of information generated by a surveillance camera (CCTV) systems may be made by third parties for any one or more of the following purposes or in other circumstances where an exemption applies under relevant legislation:

a. The prevention or detection of crime 
b. The apprehension or prosecution of offenders 
c. The assessment or collection of tax or duty (or similar) 
d. Providing evidence in connection with legal proceedings (or prospective legal proceedings) 
e. Necessary to establish, exercise or defend legal rights.

76. The Data Protection Act 2018 allows for disclosures of this nature, particularly Schedule 2, 2(1) and Schedule 2, 5(3).

77. Third parties are required to show adequate grounds for disclosure of data within the above criteria and may be any of the following:

a. Police authorities, (not just Nottinghamshire Constabulary).
b. Statutory authorities with powers to prosecute, (e.g. Customs and Excise, Trading Standards etc.).
c. Solicitors or insurance companies, on behalf of clients.
d. Trade unions, on behalf of members.
e. Claimants in civil proceedings.
f. Accused persons or defendants in criminal proceedings.
g. Other agencies, (as agreed by the Council and notified to the Information Commissioner) according to purpose and legal status.

78. Organisations applying to the Council for the disclosure of surveillance camera images under Schedule 2, 2(1) [in connection with the prevention or detection of crime or the apprehension or prosecution of offenders] are required to complete the relevant form at Appendix E or provide their own form with the equivalent information (Police Authorities sometimes have disclosure request forms]. In either case, the form should be signed by someone with sufficient seniority (e.g. Inspector or above within Police Authorities).

79. Organisations applying to the Council for the disclosure of surveillance camera images under Schedule 2, 5(3) [in connection with legal proceedings or to establish, exercise or defend legal rights] are required to complete the relevant form at Appendix F. Where a request is made by a representative of an individual, the representative must provide evidence that they are acting on the individual’s behalf.  

80. Information will only be disclosed if the Council judges that there are strong enough grounds to do so. If the Council decides to release the information, the following steps will be taken:

a. The requestor’s identity will be verified.
b. The accuracy of the request will be verified (particularly that a valid lawful basis for the disclosure). 
c. The requestor (or an authorised person acting on their behalf) will be shown / provided with a copy of the relevant footage only.
d. The viewing will take place in a private area, with adequate supervision. Camera footage should not be shown to a requestor in an open office or camera control room.
e. Only data which is specific to the request will be shown. It should not be possible to identify any other individual from the information being shown. Any footage showing other individuals will be blanked-out (either by means of electronic depixillation, or manual editing on the monitor screen) or otherwise redacted.
f. If a copy of the material is requested and there is no on-site means of editing out other personal data, then the material will be sent to an authorised editing house for processing prior to being sent to the requester.
g. If the data is pending application for, or issue of, a court order or subpoena, but may be relevant to a request, the Council will ensure it is retained. A time limit will be imposed on such retention, which the requesting party will be notified of at the time of the request.
h. A log will be kept as evidence of all disclosed surveillance camera / CCTV images along with the relevant request forms. 

81. Third party disclosure requests will be handled locally but the Complaints and Information Team will provide assistance responding to requests.

82. On rare occasions, a request may be made by a third party where a different Schedule 2 exemption from those listed above applies. On these occasions the Information Governance team will advise on the correct legal gateway and assess the grounds for disclosure.

Internal Requests for Information

83. In limited circumstances, requests to view or receive copies of information generated by a surveillance camera (CCTV) system may be made by NCC employees.

84. Disclosure is permitted where there is a clear purpose and justification for why footage is required. This purpose must be in line with the original purpose for which the surveillance camera system was installed.

85. A request for footage must be made to the relevant system owner. Requests must be made in writing.

86. Information will only be disclosed if the system owner judges that there are adequate grounds for disclosure. If they are in doubt, they should seek guidance from the Information Governance Team.  If the information is released the following steps will be taken:

a. The requester will be shown / provided with a copy of the relevant footage only.
b. The viewing will take place in a private area, with adequate supervision. Camera footage must not be shown to a requestor in an open office or camera control room.
c. Only data which is specific to the request will be shown / provided. 

87. The sharing request, decision made and justification should be documented using an Internal Personal Information Sharing Form. This should include the time and date of the footage requested; the reasons for the request; the justification for the disclosure; who it was disclosed to; the method of disclosure; the name of the decision maker and data of decision to disclose.

88. Internal disclosure requests will be assessed locally, but the Information Governance team will provide assistance responding to requests.

Freedom of Information Requests

89. Individuals are permitted to request CCTV footage under the Freedom of Information (FOI) Act 2000.  

90. The Council’s Complaints and Information Team coordinates FOI requests for the Council and will also coordinate any CCTV data required as part of a FOI. Exemptions under the FOI Act will continue to apply. In the majority of circumstances, all personal data will need to be redacted from footage requested under FOI. 

Roles and Responsibilities

91. Responsibility for approving this procedure rests with the Information Governance Board. The approval of subsequent reviews will ordinarily be undertaken by the Procedures and Standards Sub-Group of the Information Governance Board. The Data Protection Officer (DPO) may approve minor amendments. 

92. The Surveillance Camera Commissioner requires the Council to nominate a Senior Responsible Officer (SRO) to deliver a corporate approach to the organisation’s responsibilities arising from the PoFA 2012. The SRO will ensure the integrity and efficacy of processes in place to enable compliance with The Protection of Freedoms Act and other relevant legislation. The Council’s DPO will fulfil this role. 

93. The DPO has overall responsibility for monitoring the implementation of this procedure and, with the support of the Information Governance Team, will ensure that a central record of all surveillance camera systems is maintained which includes details about the status of associated DPIAs.  

94. The DPO and Information Governance Team will develop and provide relevant training for staff charged with owning and operating surveillance camera systems and will provide ongoing advice and support. 

95. Information Asset Owners (Service Directors) are accountable for ensuring that surveillance camera systems operating as part of their directorate’s business, do so in accordance with the provisions of this procedure. Specifically, they will:

a. Ensure that planning for any new Surveillance camera systems is informed by a DPIA and that the DPIA is approved before the system becomes operational.  
b. Assign a Surveillance Camera System Owner to be responsible for the oversight of all new and existing systems. This maybe, but is not required to be, the Information Asset Owner (typically Group Manager) for the business area undertaking the surveillance or the Nominated Property Officer for a building.

96. The Surveillance Camera System Owner will be responsible for ensuring that this procedure and Surveillance Camera Codes of Practice is adhered to and will:

a. Ensure an approved surveillance camera DPIA is in place for each surveillance camera system under their ownership and notify the Information Governance Team (via data.protection@nottscc.gov.uk ) prior to any change of use of the system or a change in system ownership. 
b. Ensure appropriate signage and privacy information (where appropriate) is in place to inform individuals of the surveillance camera system
c. Ensure that there is a contract in place with the surveillance camera system supplier with appropriate data protection and privacy clauses and manage the surveillance camera system supplier in accordance with the Surveillance Camera Commissioner’s Code of Practice Owner/Installer Points for Consideration  
d. Nominate a system operator(s), where required, to be responsible for day-to-day operational use and ensure that they are trained to undertake their specific duties in relation to this role. 
e. Put in place localised, system(s) specific operating procedures where appropriate to complement this corporate procedure. 
f. Ensure regular reviews are conducted to provide ongoing assurance that the objectives of the surveillance camera system are being met and the operating procedures are operating effectively.

97. Responsibility for the implementation of this and associated procedures and for reporting performance issues related to surveillance camera systems rests with all employees who have involvement in the management of the surveillance camera equipment. 

98. Staff who use the CCTV system have the following responsibilities:

a. To uphold the arrangements of this procedure and associated Codes of Practice.
b. To handle images and data securely and responsibly, within the aims of this Procedure. 
c. To be aware that they could be committing a criminal offence if they misuse surveillance camera images.
d. To uphold the corporate procedure for subject access requests.
e. To report any breach of procedure to using the Council's data breach process
f. To attend training / refresher sessions as required.

Compliance with this Procedure

99. Wilful or negligent disregard for information governance policies and procedures will be investigated and may be treated as a disciplinary matter under the relevant employment procedure(s) which could lead to dismissal or the termination of work agreement or service contracts.

Review

100. This procedure will be regularly monitored and reviewed by the Data Protection Officer (or their nominee) who will revise it in line with any localised or wider learning in this field. 

101. Beyond that, the procedure will be monitored and reviewed annually in line with legislation and codes of good practice.

Advice, Support & Further Information

102. Further advice about this procedure can be obtained from:

	Information Governance Team
Email: data.protection@nottscc.gov.uk 
Telephone: 0115 8043800
	Complaints & Information Team
Email: accessto.records@nottscc.gov.uk
Telephone: 0115 9772788



103. Further reading and supporting information:

	Title (as hypertext link) and publication date
	Author

	Surveillance Camera Code of Practice 
	Surveillance Camera Commissioner (SCC)

	Self-Assessment Tools 
	SCC

	Buyers Toolkit
	SCC

	Passport to compliance - aimed primarily at public space CCTV systems
	SCC

	Surveillance Camera Code of Practice: A Guide for Councillors
	SCC

	In the picture: A data protection code of practice for surveillance cameras and personal information
	Information Commissioner’s Office (ICO)

	Information Commissioner’s Office Surveillance Webinar
	ICO
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	Date
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	1.0
	15/02/19
	Original document approved by Information Governance Group.

	2.0
	25/03/19
	Substantial rewrite to take account of various aspects of guidance and good practice and to address issues arising from CCTV related Data Protection Impact Assessments. Approved by Information Governance Board subject to business comments. 

	2.1
	30/04/19
	Minor revision to include comments from Gareth Johnson about responsibility for maintaining databases for cross-referencing. Approved by DPO.

	2.2
	28/06/19
	Minor revision to include comments following JCNP meeting. 

	2.3
	01/11/19
	Minor revision to include details of evaluation process.

	2.4
	13/01/2020
	Minor revisions to take account of comments from the Investigatory Powers Commissioners Office (IPCO) 23/12/2019; reference to holding data which is subject of a request; appendices embedded. 

	2.5
	27/04/2020
	Minor revision to include procedure for third party information disclosures which do not fit into the category of police requests or legal requests.

	2.6
	19/09/2020
	Minor revision to amend retention period in line with a change to retention schedule.

	2.7
	15/12/2021
	Addition of internal request procedure.
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Data Protection Impact Assessment (DPIA) for Surveillance Camera Systems

This link takes you to the DPIA documents:

https://www.gov.uk/government/publications/privacy-impact-assessments-for-surveillance-cameras 


The DPIA template is comprised of 2 levels, broken down into 6 areas:

1. Assessment of the need for the surveillance system
2. Definition of hardware, software and firmware, including camera types utilised
3. Location of cameras
4. Asset register
5. Privacy risks and mitigations
6. Information flows


The County Council’s Information Governance Team (email data.protection@nottscc.gov.uk or telephone 0115 8043800) will provide advice on completing the DPIA.
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Examples of Surveillance Camera System Signage

	Appropriate signage

States purpose, who controls the system and how further information can be obtained.
	[image: Image result for gdpr cctv signage]

	Inappropriate signage

Does not state how further information can be obtained.
	[image: Image result for gdpr cctv signage]




	Appendix C
	NCC general CCTV Subject Access Request Form
	


	Appendix D
	Clayfields House Secure Children’s Home Subject Access Request Form
	


	Appendix E
	Application for disclosure of surveillance camera images for the prevention, detection and prosecution of crime [Schedule 2, 2(1) of DPA 18]
	


	Appendix F
	Application disclosure of surveillance camera images in connection with legal proceedings or required by law  [Schedule 2, 5(3) of DPA 18]
	




	Version 2.7
	PUBLIC
	Page | 1



image1.png
Eﬁ%‘-l Nottinghamshire
4% 1 County Council




image2.jpeg
CCTV

Images are being monitored for
the purposo of public safoty,
crime prevention, detection and
prosecution of offenders

‘The scheme is controlled by

For further information contact





image3.jpeg




image4.emf
CCTV Subject Access  Request Form.docx


CCTV Subject Access Request Form.docx
	



		[image: ]

		CCTV Subject Access Request Form







		Under the terms of the Data Protection Act 2018 an individual has the right to request a copy of any personal information held about them by Nottinghamshire County Council, whether it is in hard copy, electronic, or CCTV.  Should you wish to exercise your right in requesting disclosure of your data recorded on CCTV please complete this form, providing as much information as possible.



Once you have confirmed who you are and provided proof of your identity we will respond to your request within the statutory timescale of one month. In complex cases this can be extended by a further two months. If this is the case, we will write to you explaining the reasons why.







Please note that recorded data are ordinarily held for no longer than 28 days before being deleted.



SECTION 1 – APPLICANT (TO BE COMPLETED IN ALL CASES) 

Please place a tick in the box for one of the following:

		I am requesting access to my personal information   

		☐



		I am requesting information on behalf of someone else  

		☐







SECTION 2 – PERSONAL INFORMATION (TO BE COMPLETED IN ALL CASES)

		Surname:

		



		Forename:

		



		Title Mr/Mrs/Miss/Mss/Other:

		



		Date of Birth:

		



		Address:







		



		Telephone Number:

		



		Email Address:

		



		Previous Names:

		



		Previous Addresses:







		







SECTION 3 – REPRESENTATIVE’S INFORMATION (to be completed if you are applying on someone else’s behalf)

		Relationship to the person you are requesting information for:

		



		Surname:

		



		Forename:

		



		Title Mr/Mrs/Miss/Ms/Other:

		



		Address:







		



		Telephone Number:

		



		Email Address:

		









Please use the sections below to explain your entitlement to receive someone’s personal data (for example, signed authority, Lasting Power of Attorney or Parental Responsibility) Proof of your entitlement will be required

		















SECTION 4 –INFORMATION REQUIRED

To help us find the CCTV data you require, please complete the following section.

		Camera location:

		





		Date and time: 

		





		Brief description of the applicant’s appearance and likely activities captured by CCTV:

(A recent photograph may also be required to assist identification of the relevant images.):

		



		What format / access do you wantto the images (please tick box):

		I require a hard copy of the recording



		☐



		

		I am seeking to view the recording only

		☐











SECTION 5 – IDENTIFICATION

You must provide two forms of identification to confirm the identity of the person whose information is to be released, one which confirms their identity and must be photo ID and one which confirms their current address.  Please provide one document from each list below.  Photocopies are acceptable.



Note: If you are a representative applying on someone’s behalf, you must also provide two forms of identification which confirm your identity and current address.





Acceptable proof of identity:

		*Current Passport



		*Birth Certificate



		*Unexpired photo card driving licence (full or provisional)





	

Acceptable proof of current address:

		*Utility bill dated within the last three months

		*Council Tax bill for current year



		*Unexpired old style paper driving licence

		*Bank statement dated within the last three months



		*Benefits Agency/State Pension correspondence (on letterhead) dated within the last three months









SECTION 6 – DECLARATION - Please select ONE of the following statements

		☐ I wish to receive a copy of the CCTV recording

☐ I wish to view the CCTV recording

☐ I confirm I give my consent for my representative to receive a copy of the CCTV recording

☐ I confirm I give my consent for my representative to view the CCTV recording



Signed:



Date:







SECTION 7 – REPRESENTATIVE’S DECLARATION 

WARNING it is a criminal offence to obtain another person’s information by deception

		I confirm I am the appointed representative of the person whose information is to be released.  I wish to receive a copy of the CCTV recording.



Signed:



Date:







Where to send your application and appropriate identification



By Post to:	Nottinghamshire County Council

		Complaints and Information Team

		County Hall

		West Bridgford

		Nottingham NG2 7QP



By email to:	accessto.records@nottscc.gov.uk



If you have any queries regarding this form, please call 0115 9772788
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		CCTV Subject Access Request Form

Clayfields House Secure Children’s Home







		Under the terms of the Data Protection Act 2018 an individual has the right to request a copy of any personal information held them by Nottinghamshire County Council, whether it is in hard copy, electronic, or CCTV.  Please complete this form, providing as much information as possible.



Once you have confirmed who you are and provided proof of your identity we will respond to your request within the statutory timescale of one month. In complex cases this can be extended by a further two months. If this is the case, we will write to you explaining the reasons why.







Please note that recorded data are ordinarily held for no longer than 55 days before being deleted.



SECTION 1 – APPLICANT (TO BE COMPLETED IN ALL CASES) 

Please place a tick in the box for one of the following:

		I am requesting access to my personal information   

		☐



		I am requesting information on behalf of someone else  

		☐







SECTION 2 – PERSONAL INFORMATION (TO BE COMPLETED IN ALL CASES)

		Surname:

		



		Forename:

		



		Title Mr/Mrs/Miss/Mss/Other:

		



		Date of Birth:

		



		Address:







		







SECTION 3 – REPRESENTATIVE’S INFORMATION (to be completed if you are applying on someone else’s behalf)

		Relationship to the person you are requesting information for:

		



		Surname:

		



		Forename:

		



		Title Mr/Mrs/Miss/Ms/Other:

		



		Address:







		



		Telephone Number:

		



		Email Address:

		









Please use the sections below to explain your entitlement to receive someone’s personal data (for example, signed authority, Lasting Power of Attorney or Parental Responsibility) Proof of your entitlement will be required

		













SECTION 4 –INFORMATION REQUIRED (If CCTV recording only required please complete Section 5)

Please provide details of specific information you require, together with relevant dates

		Details of specific information required

		Dates information relate to



		

		



		

		



		

		









SECTION 5 –INFORMATION REQUIRED (CCTV)

If you require CCTV data please complete the following section.

		Camera location:

		





		Date and time: 

		





		Brief description of the applicant’s appearance and likely activities captured by CCTV:

(A recent photograph may also be required to assist identification of the relevant images.):

		



		What format / access do you wantto the images (please tick box):

		I require a hard copy of the recording



		☐



		

		I am seeking to view the recording only

		☐









SECTION 6 – REPRESENTATIVE IDENTIFICATION

Note: If you are a representative applying on someone’s behalf, you must also provide two forms of identification which confirm your identity and current address.



Acceptable proof of identity:

		*Current Passport



		*Birth Certificate



		*Unexpired photo card driving licence (full or provisional)





	

Acceptable proof of current address:

		*Utility bill dated within the last three months

		*Council Tax bill for current year



		*Unexpired old style paper driving licence

		*Bank statement dated within the last three months



		*Benefits Agency/State Pension correspondence (on letterhead) dated within the last three months









SECTION 7– DECLARATION - Please select ONE of the following statements

		☐ I wish to receive a copy of the CCTV recording

☐ I wish to view the CCTV recording

☐ I confirm I give my consent for my representative to receive a copy of the CCTV recording

☐ I confirm I give my consent for my representative to view the CCTV recording



Signed:



Date:







SECTION 8 – REPRESENTATIVE’S DECLARATION 

WARNING it is a criminal offence to obtain another person’s information by deception

		I confirm I am the appointed representative of the person whose information is to be released.  I wish to receive a copy of the CCTV recording.



Signed:



Date:







Where to send your application and appropriate identification



By Post to:	Nottinghamshire County Council

		Complaints and Information Team

		County Hall

		West Bridgford

		Nottingham NG2 7QP



By email to:	accessto.records@nottscc.gov.uk



If you have any queries regarding this form, please call 0115 9772788

[bookmark: _GoBack]
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Data Protection Act 2018  

Personal Data Request DPA Sch2(2) Form (CCTV)



 

 

Requestor 

 

		 

First name(s): 

		 

		 

Last name: 

		 



		 

Job title: 

		 



		 

Organisation: 

		 



		 

Address: 

		 



		 

Postcode: 

		 

		 

Telephone: 

		 



		 

Email: 

		 





 

 

Data subject 

 

Current details 

 

		 

First name(s): 

		 

		 

Last name: 

		 



		 

Address: 

		 



		Other identifying information

		



















 

 

 

 

 

Specific information required 

 Include the dates, times and locations of cameras containing the required images and details to help the footage be located. 

		  

 

 

 

 

 

 

 

 





 

 

Reason for requesting disclosure 

 

Offence(s) 

 

		 

 

 

 

 

 



		Unable to specify offence due to risk of prejudicing the case    ☐





 

 Statutory powers  (eg Sexual Offences Act, Prevention of Crime Act etc) 

 

		 

 

 

 

 

 

 

 

 

 

 





 

 

Purpose 

 State the purpose for requesting disclosure of personal information about the data subject specified in section 2 of this form. Select one option 



		 Prevention or detection of crime

		☐



		Apprehension or prosecution of offenders

		☐



		Assessment or collection of tax, duty or imposition of a similar nature

		☐





 

 

Information provision 

 

Unless there is a reasonable justification, all information will be provided in electronic format. 

 

We will notify you if we do not hold information or your request for disclosure is refused 

 



Declaration and authorisation 

 

The authorising officer must be of the rank of police inspector or higher, or for other ‘relevant bodies’ a senior officer/manger.  In the case of an inspector not being available at your location, we will accept an email from an inspector (or higher ranking officer) attaching this paperwork and confirming their approval 

 

Requestor Declaration 

 

		I certify that: 

 

· Information requested is compatible with the stated purpose and will not be used in anyway incompatible with that purpose 

· Non-disclosure would prejudice the case 

· I understand information given on this form is correct 

· I understand that if any information given on this form is incorrect, I may be committing an offence under the Data Protection Act 2018





		 

Signed: 

		 

   

		 

Date: 

		 





 

 

Authorising Officer 

 

		 

First name: 

		 

		 

Last name: 

		 



		 

Job title: 

		 



		 

Signed: 

		 

		 

Date: 

		 











Where to send your request 

 

Please note: If the form has not been fully or properly completed and authorised you will be asked to re-submit your application. Send this form to: 

 

Email: accessto.records@nottscc.gov.uk 

 

Postal address: 



Nottinghamshire County Council

Complaints and Information Team

County Hall

West Bridgford

Nottingham

NG2 7QP



If you have any queries regarding this form, please call (0115) 977 2788.
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Data Protection Act 2018  

Personal Data Request Schedule 2, 5 Form (CCTV)



This form covers CCTV information required by a third party to be disclosed by law or in connection with legal proceedings. The Council ordinarily deletes CCTV footage after 28 days. 



Requestor 

 

		 First name(s): 

		 

		 Last name: 

		 



		 Job title: 

		 



		 Organisation: 

		 



		 Address & Postcode: 

		 



		 Email:  

		 

		 Telephone: 

		 



		Solicitor or Company Reference Number

		



		Crime Number or Court Reference Number

		



		Any other official agency reference number that relates to recognised legal proceedings

		





  

Data subject (Client)

 

Current details 

 

		 First name(s): 

		 

		 Last name: 

		 



		Address & Postcode:

		 





 

I confirm that I act on behalf of the Client and have been engaged by them to request personal data in the form of CCTV data on their behalf for a lawful and legitimate purpose:



Signature of Applicant______________________  Print Name________________________



Position in Company_________________________________ Date___________________   

 

 

Legal Data Access Form - Video Images

 We require images from the camera or cameras that have been recorded for the following location:



		Enter exact details of location, ie address, street name, junction  or other location and any information which will assist in identifying a specific location



		











The information we require relates to the following time. 



		Enter exact day, date and time



		Day



		Date





		

		Time:  From



		To         









In particular we are interested in footage that contains the following information



		Enter details of incident or descriptions of persons or vehicles and colours or property.



Include descriptions and vehicle makes and registration numbers

		







































In order to assist you in locating the information we provide the following supplementary details



		Enter any other relevant information that you may assist us to locate the information you have requested 

		



























 

Information provision 

 

Data ordinarily deletes from the Nottinghamshire County Council’s surveillance / CCTV camera systems after 28 days.



Data will normally only be supplied of the incident itself. Requests for large amounts of data will be referred to a manager and charges may apply, details of which will be supplied to the applicant at the time.



Unless there is a reasonable justification, all information will be provided in electronic format. 

 

We will notify you if we do not hold information or your request for disclosure is refused 

 

Declaration 

 

		 I certify that: 



· This request is compliant with the principles of the Data Protection Act 2018 and is made under the DPA 2018 Schedule 2; Paragraph 5; Section 3.

· The information given in this form is correct

· In making this request I understand and acknowledge that the personal data submitted will be retained in line with the Nottinghamshire County Council’s data retention schedule.

· I understand the direct implications of the DPA 2018 upon receipt of any personal data supplied and confirm that I adopt the responsibilities of Data Controller on behalf of my organisation once we take possession of the relevant personal data we have requested.

· All data received from Nottinghamshire County Council’ on behalf of our Client will be processed lawfully and fairly and only in the interest of the Client.  

· By signing this declaration and agreement I acknowledge that I fully understand that I may commit an offence under the Data Protection Act if I have stated a falsehood or do not fulfil the obligations as a Data Controller.





		 Signed: 

		 

   

		 Date: 

		 





 

Where to send your request 

 

Please note: If the form has not been fully or properly completed and authorised you will be asked to re-submit your application. Send this form to: 

 

Email: accessto.records@nottscc.gov.uk 

 

Postal address: 

Nottinghamshire County Council

Complaints and Information Team

County Hall

West Bridgford

Nottingham

NG2 7QP



If you have any queries regarding this form, please call (0115) 977 2788. 
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