Dear,

Thank you for your recently submitted Freedom of Information Request. | am now able to provide
you with the information supplied by the relevant department.

Please follow the below link to our FOI Disclosure log and enter reference number NCC-025276-17
where you can view a similar request and the response.

http://site.nottinghamshire.gov.uk/thecouncil/democracy/freedom-of-information/disclosure-
log/

* How many times in each year between 2011 and 2016 was the council subject to cyber
attacks? Please break down these figures by type of attack e.g ransomware, malware, denial
of service, phishing attack or other (please specify). As previous response we are unable to
gather the information as there are thousands of spam and phishing emails per week
which would be impossible to collate for these amounts of years.

» How much money has the council invested each year between 2011 and 2016 on cyber/IT
security? Please break down these figures by the type of improvement purchased.

Please present the information in a format similar to the example below:

Spend on Cyber/IT security

Antivirus Firewall Total
2011/12 49,745 49,745
2012/13 47,934 47,934
2013/14 42,500 42,500
2014/15 42,322 42,322
2015/16 41,790 3,095 44,885
Total 224,291 3,095 | 227,386

In addition could you provide information about successful attacks (those which were able to
steal or damage data or otherwise compromise IT security) between 2011 and 2016.
This information is not held prior to 2013 and after that the answer is 0.

If you wish to raise any concerns about the way your request was dealt with, then please write to
the Team Manager, Complaints and Information, County Hall, West Bridgford, Nottingham, NG2 7QP
or e-mail foi@nottscc.gov.uk quoting the reference number above.

Following this, if you remain dissatisfied, you can ask the Information Commissioner to review your
request. However, the Information Commissioner cannot normally make a decision unless you have
exhausted the procedure provided by the Council. The Information Commissioner can be contacted
at:

Information Commissioner's Office
Woycliffe House



Water Lane

Wilmslow

Cheshire

SK9 5AF

Tel: 0303 123 1113 or 01625 54 57 45

www.ico.org.uk

Kind Regards
Janet Lowe

Complaints, Information & Mediation Officer.
Complaints and Information Team

Resources Department

Nottinghamshire County Council

County Hall, West Bridgford, Nottingham, NG2 7QP

Tel: 01159 774137



